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Abstract
This paper seeks to investigate the common security threats facing the healthcare industry and provides measure to be taken by healthcare organizations to mitigate against security threats. The data collection method to be used is the secondary data collection method. The paper discusses low cybersecurity awareness, outdated software systems, and prolific mobile devises as the key threats to healthcare security. The paper also suggests various measures that can be employed to ensure security and privacy of medical records is protected. 
Introduction

Healthcare cybersecurity is now one of the biggest challenges facing the healthcare industry. Electronic Health Records host sensitive patient information which makes hospital network security a primary Information Technology Concern. In 2015, there were more than 750 data breaches (Dogaru & Dumitrache, 2017). Out of the 750 data breaches, the top 3 occurred in the healthcare industry (Dogaru & Dumitrache, 2017). Anthem, a health insurance company, experienced the largest healthcare data breach. As a result of the breach, personal records of 78.8 million members and employs of the company were exposed (Dogaru & Dumitrache, 2017). This research paper investigates the common security threats to healthcare personal data and suggests measures that healthcare organizations can put in place to prevent security breaches. 
Methodology

In order to investigate the security of personal data in health issues, data collection method will be required to address the research question as well as the research objectives. Data will be gathered through secondary data collection methods. Therefore, existing data from research materials published in research reports and similar documents will be reviewed to increase the effectiveness of the research. 
Challenges Facing the Security of Personal Data in Healthcare

1. Lack of awareness on data security

Most of the data security issues facing healthcare organizations arise from lack of awareness. As a result of widespread lack of awareness, healthcare providers become the weakest security link (Byers, 2018).
2. Software systems that are out of date

Unlike other industries, the healthcare industry uses outdated technology. Many healthcare facilities are using elementary back-up systems, operating systems and consumer-grade routers that are outdated (Byers, 2018). This exposes healthcare data to cyberattacks and bugs. 
3. Prolific Mobile Devices

As a result of technology advancement, tablets, laptops, and mobile devices have become popular in the treatment of patients and storing medical records. However, spreading confidential medical information across these platforms makes healthcare facilities vulnerable to security attacks (Byers, 2018). 
Appropriate Resolution strategy

1. Governance of Healthcare Data

Data governance marks the initial step of regulation and management of personal data in healthcare. Data governance is focused on the implementation of a common data presentation that incorporates local, regional, and healthcare standards (Patil & Seshadri, 2014). 
2. Real-time security analytics

In order to prevent breach of healthcare data, real-time analysis of security threats and predicting the source of those security risks is paramount (Patil & Seshadri, 2014). Therefore, security analytics should be incorporated in designing cloud-based Software as a Service solution that hold medical data that can be used to identify individuals (Patil & Seshadri, 2014).
3. Analytics for privacy preservation

Healthcare organizations should consider making data anonymous before analytics as this would help protect identity of patients (Patil & Seshadri, 2014). In addition, privacy-preserving encryption schemes are crucial in healthcare analytics (Patil & Seshadri, 2014). 
Conclusion

Ensuring that sensitive medical records are protected from cyberattacks is important in the healthcare industry. Due to advancement in technology, hackers are developing sophisticated tools to breach the security of medical records. The healthcare industry needs to put in measures to prevent the breach of sensitive medical information. 
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